HMHPOPMAIIMOHHAA TAMATKA
AJA OBYYAIOHIUXCA AJI PASMEIIEHUA
HA O®UIUAJIBHBIX UHTEPHET-PECYPCAX

C KaXIpIM TOJOM MOJIOJC)KH B MHTEPHETE CTAHOBHUTHCS OOJIBINE, a IIKOJbHUKU OIHH U3
CaMbIX AKTUBHBIX ITOJb30BaTenel PyHera. Mexnay TeM, MNOMHUMO OTPOMHOIO KOJIMYECTBA
BO3MOKHOCTEH, MHTEPHET HECET W MpoOJIeMbl. JTa MaMsATKa JOJDKHA IMOMOYb TeOe 0e30MacHO
HaXOJIUTHCS B CETH.

KoMnbloTepHbl€ BUPYChI

KomnbroTepHblit BUPYC — 3TO Pa3HOBHAHOCTH KOMITBIOTEPHBIX MPOrPaMM, OTIMYUTEIHHON
0COOEHHOCTBIO KOTOPOH SIBIISI€TCSI CIIOCOOHOCTh K pa3MHOXEHHI0. B nomoiHeHue k 3TOMYy,
BUPYCHI MOTYT MTOBPEAUTDH WX TOJTHOCTBIO YHUUYTOXKUTH BCe (DaiIbl U JTaHHBIE, IOJAKOHTPOJIbHBIC
I0JIb30BATENI0, OT UMEHH KOTOPOTo ObUIA 3allyllieHa 3apa)KeHHas IporpaMma, a TaKkKe OBPEAUTh
WIN J1a)Ke YHUYTOXKUTH ONEPAIMOHHYIO CUCTEMY CO BceMH (hailmamu B 1esnoM. B GonbIinHCTBE
CIIy4aeB paclpOCTPAHSAIOTCS BUPYChl UYEPE3 UHTEPHET.

MeTobl 3alUTHl OT BPEAOHOCHBIX IPOrpaMM:

1. Hcnonb3yli COBpEMEHHBIE OIEPAIlIOHHBIE CHCTEMBl, MMEIOLUE CEPbE3HbIH YpPOBEHBb
3alIUThl OT BPEIOHOCHBIX IPOTPaMM;

2. TlocrossHHO ycTaHaBiIMBal mMmadtu (UQPOBBIE 3aIUIATKHA, KOTOPHIE ABTOMATHUYECKH
YCTaHaBJIMBAIOTCS C 1I€JIbI0 1OPAOOTKH MTPOrpaMMBbl) U IpyTrue OOHOBIIEHUS CBOEH ONepallnOHHOM
cuctembl. CkadmBail X TOJbKO ¢ odummansHOro caiira paspadorunka OC. Eciu cymectByer
PEKUM aBTOMATUYECKOI0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIIBIOTEPE IO/1 IPaBaMU IOJIb30BATENs, @ HE aAMHUHHUCTpATOpa. ITO
HE MI03BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrPaMM MHCTAIUPOBAThCS Ha TBOEM I1€PCOHAIEHOM
KOMIIBIOTEPE;

4. Vlcrionp3yil aHTUBHUPYCHBIE IPOrpaMMHBIE MPOMYKTHl M3BECTHBIX IMPOM3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub (pU3HYECKUNA JOCTYI K KOMIIBIOTEPY Ul HOCTOPOHHUX JIMLL;

6. Vcnonp3yii BHEIIHHE HOCUTENN WH(POpPMAINUH, TaKhe Kak (hJemka, JUCK Wi ¢aiin u3
UHTEPHETA, TOJIKO U3 IPOBEPEHHBIX HCTOUYHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (DaliiIbl, TOJyUYEHHBIE U3 HEHAJIEKHBIX HICTOUYHUKOB. J{axe
Te (paiiibl, KOTOpBIE PUCIIAN TBOM 3HaKOMBIN. Jlydile yToOUHM y HEro, OTIpaBIIsi JIU OH TeOe HX.

Cetu WI-FI

Wi-Fi — 310 He BHJ Iepeiauul JaHHbBIX, HE TEXHOJIOTHs, & BCEro JINIb OpeHn, Mapka. Ere B
1991 rony Hunepnanzackas kommnaHusi 3apeructpupoana Opena "WECA", yto o6o3Hauano
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoautcs kak "GecrpoBoHas TOYHOCTD .

Jlo Hamiero BpeMEHHM JoluIa Jpyras a0OpeBuarypa, KOTOpas SBISETCS TaKOW Ke
TexHosorueit. to abopesuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM Ha CTaHAAPT
BbIcIIel 3ByKoBOil TexHuku Hi-Fi, uTo B nepeBojie 03HauaeT "BbICOKasi TOYHOCTH".

Jla, OecrulaTHBI HMHTEpHET-ZOCTYIl B Kade, OTeNnsiX M a’dpomnoprax sBISETCS OTIMYHON
BO3MOXKHOCTBIO BBIXO/Ia B MHTepHET. HO MHOTHE SKCIIepThI CYUTAOT, 4TO 00meocTynHbie Wi-Fi
CEeTHU He SBISAIOTCS 0€30MaCHBIMHU.

CoBeTbl 110 O€30MacHOCTH pabOThI B 00MIeIOCTYMHBIX ceTsix Wi-fi:

1. He mepenagaii cBoto nmuunyto nHbopMmaiuio yepes obuienoctynusie Wi-Fi ceru. PabGoras
B HUX, JKEJIATEIIbHO HE BBOJIUTH MAPOJIN JOCTYIIA, JIOTUHBI U KaKHe-TO HOMEpa;

2. Vcnonb3yii 1 OOHOBISAN aHTUBUPYCHBIE MporpaMMmbl U OpaHamayep. TeM caMbIM Thl
obe3omacuiib ce0s OT 3aKa4YKu BUPyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnons3oBanun Wi-Fi otkmioun ¢ysknuio "OOmmii goctyn Kk daitnmam u
npuntepam". JlaHHas (yHKUMS 3aKpbITa [0 YMOJIYAHHUIO, OJHAKO HEKOTOpBIE IOJIb30BATEIU
aKTUBUPYIOT €€ /7151 yA00CTBa HCI0JIb30BaHus B paboTe win yyeoe;

4. He ucnone3yit myonununsiit WI-FI 115 nepeiaunt TMUHBIX TaHHBIX, HAIPUMEp U1 BBIX0J1a



B COLIMAJIbHBIEC CETH WU B DJIEKTPOHHYIO TIOUTY;

5. Ucnonb3yii Tonbko 3amuiienHoe coenunenue yepe3 HTTPS, a e HTTP, 1.e. npu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B mo6uisHOM Tenedone orkmoun Gpynkuuio "Tlogkmouenne k Wi-Fi aBromarnyecku".
He nomyckait aBToMaTH4eCKOT0 MOIKIFOYCHHS yCTpoicTBa Kk ceTsiMm Wi-Fi 6e3 TBoero cormacus.

CouyasbHbIE CETH

ConuanbHble CeTH aKTUBHO BXOJST B Hally >KU3Hb, MHOTHE JIOAM PabOTAIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3aperucrpupoBaH MWUTHAPI YEIOBEK, YTO SBISICTCS OIHOMN
celIbMOM BCeX JKHUTeNel IaHeThl. MHOTHe MOJb30BaTed HE MOHUMAIOT, YTO HHGopMaius,
pa3MeIIeHHAss MU B COIMAIIbHBIX CETSX, MOXKET OBITh HalJIeHa U WCIOJIh30BaHA KEM YrOJIHO, B
TOM YHUCJIE€ HE 0053aTeIbHO ¢ OJIarMMH HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 6€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpanuyb CIUCOK Apy3eid. Y TeOs B IPy3biX HE JOJKHO OBITh CTyUYalHBIX U HE3HAKOMBIX
JIIOICH;

2. 3amuiiail CBOO 4acTHYIO *U3Hb. He yka3bpiBaii maposu, TenedoHsl, aapeca, 1aTy TBOETO
POXICHUSI U JAPYTYIO JUYHYIO WH(POPMAIUIO. 3TOYMBINIUICHHHKH MOTYT HCIIOJIB30BAaTh JaKe
uH(}OPMAIIHIO O TOM, KaK Thl U TBOU POJUTEININ TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3amumiaii CBOIO PEITyTaIHIo - IEP’KU €€ B YUCTOTE U 3a/1aBaii ceOe BOIPOC: XOTEN ObI ThI,
4YTOOBl JIPYTHE IOJIb30BATEH BHJIENH, YTO Thl 3arpyxaemb? [logymaii, mpexie 4em 4To-TO
onyOJMKOBATh, HAMUCATh U 3aTPy3UTh;

4. Ecnu Thl TOBOPHILIB C JIFOJIBMU, KOTOPBIX HE 3HACIIb, HE UCIIONIb3YH CBOE PealibHOE UM U
JIPYTYIO TUYHYIO HHPOPMAIUH: UM, MECTO KUTEIIbCTBA, MECTO Y4eObI U IMpoUee;

5. Usberaii pazmemienus ¢ororpaduii B UHTEpHETE, T1I€ THI H300pa)Ke€H HA MECTHOCTH, T10
KOTOPOW MOKHO OIPENEIUTh TBOE MECTOMOIOKECHHE;

6. Ilpu peructpanuu B COIHAIBHON CETM HEOOXOIMMO HCIIOJIb30BATh CIIOKHBIE MapOy,
cocrosume U3 OyKB U UQP U C KOJIUISCTBOM 3HAKOB HE MEHEE §;

7. g colMalbHOM CeTH, MOYTHl U APYTUX CANTOB HEOOXOIMMO HCIIONBH30BaTh Pa3HbBIE
naposii. Torga eciu Te€0s1 B3JIOMAIOT, TO 3JIOYMBIIIVICHHUKHU TOJIyYaT JTOCTYI TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

JJ/IeKTpOHHbIE JEeHbI'H

DJNEeKTPOHHBIE JAEHBI'M — 3TO OYEeHb YJIOOHBIA CIOCOO MiaTexel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JECHBIH.

ONEKTPOHHBIE JEHBIU MOABWINCH COBCEM HEAABHO M MMEHHO M3-32 3TOIO0 BO MHOIHMX
rocyJ1apcTBax J0 CHX I1Op HE MPOIHUCAHO NPO HUX B 3aKOHAX.

B Poccun sxe oHM (YHKIIMOHMPYIOT U O HUX Y€ MPOMUCAHO B 3aKOHE, I1€ X Pa3AeisioT
Ha HECKOJIbKO BUJIOB - aHOHUMHbBIE U HE aHOHUMHBbIE. Pa3HuIla B TOM, YTO aHOHUMHBIE — 3TO T€, B
KOTOPBIX pa3pelaercss MpOBOAUTH oOlnepauuu 0e3 HAeHTH(PHUKAMK [OJb30BaTels, a B
HEaHOHHUMHBIX UACHTU(UKALIVS TT0JIH30BATENS SBISETCS 00s13aTEIbHOM.

Taxke cienyer pasnuyarh 3JEKTPOHHbIE (HUAaTHBIE JI€HbI'W (PaBHBI T'OCYJapCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HEPHUATHBIE IEHbI'M (HE paBHbBI TOCYJapCTBEHHBIM BaJIIOTaM).

OcHOBHbBIE COBETHI M0 0€30MacHOM paboTe ¢ IEKTPOHHBIMU JIEHbIaMHU:

1. IlpuBsbxku K cyety MOOWIBHBIN TenedoH. DTO camblii YJOOHBIM M OBICTPBINA CIIOCOO
BOCCTAHOBUTh JOCTYN K cyery. llpuBs3anHblii TenedoH momoxeT, eciu 3alynemb CBOU
IJIATEKHBIN MTapOJIb WIIU 3alIeNIb HA CAalT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonb3yit ogHopa3oBbie mapoinu. [locne nepexona Ha yCUIIGHHYIO aBTOpU3aluio Tebe
y’Ke He OyJIeT yrpokaTh ONaCHOCTh Kpa)kM WJIM IIepexBaTa IJIaTeXHOI0 MapoJs;

3. Breibepu cnoxHbIit napois. [IpectynHukam OyaeT HE MPOCTO YraaaTh CIO0XKHBIN MapoJb.
HanexHble maponu - 3TO Mapoj, KOTOPbIE COAEPKAaT HE MEHee 8 3HAKOB M BKJIIOYAIOT B cels
CTPOYHBIE U MPONUCHBIE OYKBBI, LU PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HaK JloJ1apa, GyHTa,
BOCKJIMIIATEbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JI0BEPSIEILb.



BJIeKT])OHHaH nmovdrta

DNEeKTpOHHAs MMOYTa — 3TO TEXHOJIOTHS U MPEAOCTaBIIIEMbIE €10 YCIYTH MO MEPECHUIKE U
MOJIyYEHHUIO SJEKTPOHHBIX COOOIICHHM, KOTOpBbIE paCHpeleNsaioTCs B KOMIBIOTEPHOI CeTH.
O6b1uHO 3JIEKTPOHHBIN MOYTOBBIN SIIIUK BBITJISIIUT CJIEYIOIIUM obpazom:
UMs_TIOJIb30BaTeNIA(@HUMs_TOMEeHa. Takke Kpome Iepeaud MpPOCTOro TEKCTa, HMMEeTcs
BO3MOKHOCTb IepeiaBaTh (paiibl.

OcHOBHBIE COBETHI IO 0€30MacHO padoTe ¢ AIMEKTPOHHON TTOYTOM:

1. Hamo BBIOpaTh MpaBWIIbHBINA MOYTOBBIA CEpBUC. B MHTEpHETE €CTh OIPOMHBIA BBIOOD
OecIIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIyUIlIe JOBEPATh TEM, KOTO 3HAEIlb, U KTO MEPBbIi B
pEUTHHTE;

2. He ykaspIBaif B JNMYHOW TouTe JIMUHYIO WHpopmaruio. Hampumep, mydiie BbIOpaTh
"My3bIKaJIbHBIN (haHaT@" uimu "pok2013" BMecTo "Temal3";

3. Mcnonp3yii ABYX3TallHY0 aBTOPU3ALMIO. DTO KOTJa TOMUMO NapoJisi HYKHO BBOAUTH KO/,
npucbuIaeMblil mo SMS;

4. BpiOepu CIOXHBIA Tapoiib. J[sl KaXIoro MOYTOBOTO SIIUKA JIOJDKEH OBITh CBOM
HaJCKHBIN, yCTOMYMBBIN K B3JIOMY 1apOJIb;

5. Ecau ecTh BO3MOXKHOCTh HANMCATh CaMOMY CBOM JIMYHBIM BONPOC, MCIONB3YH 3TY
BO3MOKHOCTb;

6. Hcnonp3yli HECKOJIBKO IOYTOBBIX SIIMKOB. [lepBbI Uisi 4YacTHOM MEPENUCKH C
azpecaTamMH, KOTOPBIM Thbl JOBEpsElLIb. DTO 3JIEKTPOHHBIM aJpec HE HAJO0 HCIIONIb30BaTh NPU
peructpanuu Ha popymax U caTax;

7. He oTkpbIBaii (haiiiiel U JpyTrHUe BIOKEHUS B MUCHMAX, Ia)Xe €CIIM OHH IMPHUIILIA OT TBOUX
npysei. Jlydille yTouHH y HUX, OTHPABIISUIN JIU OHU TeOe 3T (aiiibl;

8. Ilocne okoHuaHus pabOTHI HA TOYTOBOM CEPBUCE MEPE 3aKPHITUEM BKIIAJIKU C CAlITOM HE
3a0ynb HaxaTh Ha "BeiiiTu".

Kuo6epOoy/l/IMHT WM BUPTYa/IbHOE U3/E€BaTe/IbCTBO

KubepOynnuHr - npecieoBaHue COOOLICHUSAMH, COJIEPKAIUMHI OCKOPOJIEHHUs, arpeccHIo,
3alyruBaHue; XyJIMIaHCTBO; COLIMAIbHOE OOMKOTHPOBAHHE C MOMOUIbIO pa3IMYHbIX MHTEPHET-
CEPBHCOB.

OcHoBHBbIE COBETHI 110 00pbOE ¢ KNOEPOYIUTMHIOM:

1. He 6pocaiics B 60ii. Jlyummmii crioco0: mocoBeToBaThCs Kak ceOst BECTU U, €CIIU HET TOTO,
K KOMY MOJXHO OOpaTuTbcsi, TO BHauaje YCIHOKOMThbcs. Eciau Thl HauHeUlb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle 0OJIbIle pa30XiKellb KOH(IUKT;

2. Ypasinsdii cBoeil kubeppernyTaruei;

3. AHOHuUMHOCTH B ceTd MHHUMas. CyIIecTBYIOT CHOCOOBI BBIICHHTH, KTO CTOMT 3a
AQHOHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIUTraHCKUI 00pa3 BUPTyanbHOM xu3HU. IHTepHET hukcupyer Bce TBOU
JEHCTBUS U COXpaHsAeT UX. Y JaNuTh ux OyJAeT KpailHe 3aTpyIHUTENbHO;

5. Co0Gurosiait CBOXO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyii enuHuyHblii HeratuB. OJIHOPa30Bble OCKOPOUTENbHbBIE COOOIIEHUS JTy4lle
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha HayaaIbHOU CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHHUSIMHU, B COIMATIBHBIX
CeTSAX €CTh BO3MOXXHOCTb OJIOKUPOBKHU OTIPABKU COOOILICHUI C ONPEETICHHbIX a/IpeCOB;

8. Ecium Tl cBuzmerenr kuOepOymiuHra. TBou JeHCTBUS: BBICTYNHTH IPOTHB
IIpecieioBaTeNs, MoKa3aTb €My, YTO €ro JACHCTBHS OLEHUBAIOTCS HETaTUBHO, IMOAJEPKATh
KEPTBY, KOTOPOI HyKHA IICUXOJIOTUYECKas IOMOLIb, COOOIIUTE B3POCIBIM O (haKTe arpecCUBHOTO
MIOBE/ICHUS B CETH.

MooOu1bHbIN TeeOH
CoBpemenHble cMapT(OHBI U MJIAHIIETHI coAepkKaT B ceOe BIIOJIHE B3pOCIbIi (hyHKIIMOHAT,
U TENepb OHU MOTYT KOHKYPHpPOBaThb CO CTAallMOHAPHBIMM KOMIbrOTEpaMu. OJHAKO, CPEICTB
3alIUThI AJIs1 TOJI0OHBIX YCTPONCTB MTOKAa OUeHb MaJlo. TecTUpoBaHHUE U IOUCK YS3BUMOCTEN B HUX
IPOMCXOIUT HE TaK HHTEHCUBHO, Kak Juisi I1K, To jxe camoe kacaeTcsi 1 MOOUIIBHBIX MPUIIOKEHHUH.



CoBpemeHHbIE MOOMIIbHBIE Opay3epbl YK€ MPAaKTHUYECKHU TOTHAIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO pacimupeHue (yHKIHMOHANA BIeYeT 3a COO0N OONBIIYI0 CIOXKHOCTh U MEHBIIYIO
3aUIIEHHOCTb.

Jlaneko He BCE MPOU3BOAUTENN BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE KPUTHYECKUE
YSI3BUMOCTH JIJIsl CBOMX YCTPOMNCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TesieoHa:

Huyero He siBnsiercst mo-HactosimieMy OecruiaTHbIM. Byns octopoxeH, Beab korja Tebe
npeiaraloT 0eCIuIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIIYTH;

Hywmaii, npexae yem oTnpaBuTh SMS, ¢hoTo wim Buaeo. Thl TOUHO 3HACIID, € OHU OYIyT
B KOHEYHOM UTOre?

Heo0xoaumMo 0OHOBISATE ONEPallMOHHYI0 CUCTEMY TBOETro cMapT(dhoHa;

Hcnonb3yii aHTUBUPYCHBIE IPOTPAMMBI /17151 MOOMIIBHBIX TENIS()OHOB;

He 3arpyxaii nmpuioxeHus: OT HEHM3BECTHOTO HMCTOYHMKA, BEllb OHH MOTYT COJEp>KaTh
BPEIOHOCHOE MPOrpaMMHOE 00ecIIeueHuE;

[Tocme Toro kak Thl BBIAJEIIb C caiiTa, re BBOAWJ JIMYHYIO HH(pOpMAIMIO, 3aiau B
HACTPOIKHU Opay3epa u yaanu cookies;

[Teproanuecku npoBepsii, KakKe IIaTHBIE YCIYTH aKTUBUPOBAaHbBI HA TBOEM HOMEDE;

JaBail cBoil HOMep MOOUIIBLHOrO Tene(oHa TOIBKO JIIOASIM, KOTOPBIX Thl 3HACLIb U KOMY
JIOBEpsICIIIb;

Bluetooth nomkeH ObITH BBIKIIOUEH, KOT/Ia ThI UM HE TOib3yembes. He 3a0biBail mHOT A
MPOBEPSTH 3TO.

Online urpsl

CoBpeMeHHbIE OHJAMH-UTPBl — 93TO KpacoyHble, 3axXBaThIBAIOIIME pPAa3BICUYCHUS,
00BEAMHSIIOIINE COTHHU THICAY YEJIOBEK 110 BceMy Mupy. Urpoku uccienyroT JaHHBIA UM MHUP,
00LIAIOTCS IPYT C APYTOM, BBITIOJIHSIOT 3aJaHHs, CPAXKAIOTCS C MOHCTPAaMH U MOTYYaroT OMBIT. 3a
yIOBOJIBCTBHE OHM IUIATST: TOKYIAIOT JIUCK, OTUIAYMBAIOT A0OHEMEHT WMJIM MPUOOPETAIOT KaKue-
TO OMIUU.

Bce atu cpencTa uayT Ha MoiepKaHNE U Pa3BUTHE UTPHI, a TAK)KE HA caMy 0e301acHOCTb:
COBEPIICHCTBYIOTCS CHCTEMbI aBTOPH3allMH, BBIMYCKAIOTCS HOBbIE MaTuu (IU(POBBIE 3aMJIaTKU
JUISL IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nogo6HbIX Urpax CTOUT OMacaThCsl HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO KPaXKH TBOETO
1aposisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOpU3alMK OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI 0 O€30MAaCHOCTH TBOETO UTPOBOT'0 aKKayHTa:

1. Ecniu apyroil urpok BeAeT cedsl MI0X0 WK CO3JaeT TeOe HEMPUITHOCTH, 3a0JI0KUPYH €ero
B CIIMCKE UTPOKOB;

2. IMoxanyiics aIMUHUCTPATOPaM UIPbl Ha IUIOXO0E MOBEJEHHE ITOI0 UTPOKa, )KEeJIaTeIbHO
NPUIIOKHUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPHUHOB;

3. He ykaspiBaii muuHyt0 nHGOpMaIuio B mpodaiiie Uurpsl;

4. VBaxkall Ipyrux y4acTHUKOB 10 UTPE;

5. He ycranaBnuBaii Heo(puIaibHbIE TTATYH U MO/IBI;

6. Mcnionp3yii CII0KHBIE M pa3HbIE N1apOJIy;

7. Jlaxxe BO BpemMsl WIPbl HE CTOHUT OTKJIIOYATh aHTUBHpYC. lloka Thl urpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIMHT WIN KpadiKa JIMYHBIX JdHHbIX

OObIuHOM Kpaskel IeHeT U JOKYMEHTOB CeTrOJIHS YK€ HUKOT'O HE YAMBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JIOYMBIIIJICHHUKH MEPEeMECTWINCh B HWHTEPHET, W MPOJOJIKAIOT
3aHUMATHCA "MIOOUMBIM" TETTOM.

Tax mosBUiIack HOBas yrpo3a: WHTEPHET-MOIIEHHUYECTBAa WIM (UIIMHI, TJaBHas LEb
KOTOPOT'O COCTOMT B MOJYYEHHHM KOH(HIECHIMAIbHBIX JaHHBIX MOJb30BaTeNiell - JOTMHOB H
naposieil. Ha anrnumiickom s3bike phishing unraercs kak ¢ummHr (ot fishing - peiOHas noBis,
password - mapoJb).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIMHTOM:



1. Cnenu 3a cBOoMM akkayHTOM. Eciiu ThI mo103peBaetiib, 4TO TBOS aHKETa OblIa B3JIOMaHa,
TO HEOOXOIMMO 3a0JIOKHPOBATH €€ M COOOIIUTH aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOYKHO
cKopee;

2. Ucnonw3yit 6e3onacHpie BeO-CalWThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U MOUCKOBBIX
CHUCTEM;

3. Mcnonp3yil clokHBIE W pa3Hble maponu. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
37I0YMBIIUICHHUKH MOTYyYaT JOCTYT TOJBKO K OJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM,;

4. Ecniu Te0s B370MaNM, TO HEOOXOIUMO HPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE
no0aBJIeHbl y TEOsI B IPY3bsiX, O TOM, UTO TeOs B3JIOMaIl U, BO3MOXKHO, OT TBOETO UMEHH OyJAeT
pacchlIaThCs CIaM U CChUIKM Ha (PUITMHTOBBIE CATHI;

5. YcranoBu HanexHbIi maposib (PIN) Ha MoOubHEIN TenedoH;

6. OTKIII0YM cOXpaHEHHE Mapos B Opaysepe;

7. He otkpbiBail (haiisibl U Jpyrue BIOKEHUS B MUCbMaXx, J1a)e €ClIM OHU MPUIIINA OT TBOUX
npy3seid. Jlydiie yTo9HH y HUX, OTHPABIISUTH JTU OHU TeOe 3TH (Daiiibl.

IludppoBas penyrauus

udposas penyranust — 5TO HEraTUBHAsl WM MO3UTHBHAs MHQOpMaLus B ceTd o Tebe.
Kommnpomerupyromas nnpopmaiius, pa3MelieHHas B WHTEPHETE, MOXKET CEPbEe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOU >km3HM. "Llndposas pemyranus” — 3TO TBOW UMUK, KOTOPBIHA
dbopmupyercst u3 nHpopMaluu o Tebe B UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHNE, OCOOEHHOCTH XapaKTepa 1
pacckaszbl 0 OJU3KHUX - BCE 9TO HAKAIIIMBAETCS B CETH.

MHorue MmoapOCTKH JISTKOMBICIEHHO OTHOCSTCA K MyOJHMKAamuy JTUYHOH HWH(POpPMAIUN B
HuTepHeTe, HE MOHUMasi BO3MOKHBIX IMOCIENCTBUH. ThI 1aXke HE CMOXKEIIb JOTaAaThCs O TOM, YTO
¢dororpadus, pazMenieHHas 5 1eT Ha3aj, cTajia MPUIUHON OTKa3a MPUHATH Te0s Ha padoTy.

KommMmenTapuu, pasmeienue TBoux ¢otorpaduil 1 qpyrue AeMCcTBUs MOTYT HE HCUE3HYTh
JlaKe 10CJIe TOT0, KaK Thl UX yJaiduilib. Thl HE 3Haellb, KTO COXPAaHWI 3Ty MH(POpMAIHIO, omaia
JM OHA B IMOMCKOBBIE CHCTEMBI M COXPAHWJIACh JIM OHA, a TJIABHOE: YTO MOAyMalT o Tebe
OKpY’KalolIHe JIIOAHW, KOTOPbIE HAWIYT U yBUAAT 3T0. Haiftn mH(pOpManMio MHOTO JIET CIyCTS
CMOKET 10001 - Kak U3 JOOPHIX TOOYKIEHUI, TaK U C HAMEPEHUEM MPUYUHHUTH Bpe. ITO MOKET
OBITH KTO YT'OJTHO.

OcHOBHBIE COBETHI MO 3aIIuTe HU(PPOBOI pemyTaluu:

1. IMogymaii, mpexae yeM 4YTO-TO MyOJIMKOBAaTH W TepedaBaTh y ceds B Oyore wid B
COIIMAILHOM CETH;

2. B HacTpoiikax nmpoduis yCTaHOBU OTpaHUYEHHUs] HAa MPOCMOTP TBOETO MPOPUIIS U €ro
COJIEP’KMMOT0, CIIENIAal €ro TOJIBKO "It Ipy3en';

3. He pa3Memaii u He yka3biBail HH()OPMAITUIO, KOTOPAst MOKET KOTO-THO0 OCKOPOISATH WIH
00MXKaTh.

ABTOpCKOe npaBo

CoBpeMeHHbIe MIKOJIBHUKH - aKTUBHBIE MOJIb30BaTeNM LU(POBOTO MpocTpaHcTBa. OHAKO
JIAJIEKO HE BCE 3HAIOT, YTO I0JIb30BAHUE MHOTMMH BO3MOXHOCTSIMH LU(POBOro Mupa Tpedyer
COOJTIOJIEHHS TTPaB HA MHTEJJIEKTYalbHYI0 COOCTBEHHOCTD.

TepMun "WHTE/UIEKTyanbHass COOCTBEHHOCTh" OTHOCUTCS K pa3jiMYHbIM TBOPEHHSIM
4eJI0BEYECKOro yMa, HauMHasi ¢ HOBBIX M300pETeHUH U 3HaKOB, 0003HAYAIONIIUX COOCTBEHHOCTh
Ha TMPOIYKThl M YCIyrd, W 3aKaHyuBas KHUTaMu, QororpagusimMu, KUHOQUIBMAMH U
MY3bIKaJIbHBIMU IIPOU3BEICHUSIMMU.

ABTOpCKHE IIpaBa — 3TO MpaBa Ha UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHUS
HayKH, JINTEPATypbl U UCKyCCTBA. ABTOPCKHE ITpaBa BBICTYNAIOT B KAYECTBE FapaHTUH TOTO, YTO
UHTEJUIEKTYalIbHBIN/TBOPUECKUI TPpyA aBTOpa HEe OyJeT HalpacHbIM, JacT €My CIpaBeIMBbIE
BO3MOXHOCTH 3apa0oTaTh Ha pe3yibTaTaX CBOEro Tpy[a, MOJYyYUTh U3BECTHOCTbh U MPU3HAHHE.
Huxkro 6e3 paspeleHus aBTopa He MOXKET BOCIIPOU3BOJUTH €r0 MPOU3BENICHHE, PACIPOCTPAHATD,
nyOIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HWMIOPTHPOBATH, IyCKaThb B MPOKAT, MyOIWYHO
UCIIOJIHSATH, IOKa3bIBATh/UCIIONIHATE B Adupe Win pa3Meniath B UHTepHere.



Hcnons3zoBanue "muparckoro” MporpaMMHOTO O0OECIeYeHHUsI MOXKET MPUBECTH K MHOTHM
pHCKaM: OT TMOTEpPH NAaHHBIX K TBOMM aKKayHTaM J10 OJIOKMPOBKHM TBOETO YCTPOWCTBa, I/
yCTaHOBJICHA HellerajibHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JierajibHbIe
1 OecIIaTHBIE TPOTPAMMBI, KOTOPBIC MOKHO HAWTH B CETH.

O nmopTrase
CereBrU4OK.p( - TBOI TJIABHBII COBETUHK B CETU. 37€Ch ThI MOXKEIIh y3HATH O 0€30IaCHOCTH
B CETH TMOHATHBIM M JIOCTYITHBIM S3BIKOM, a NMPU BO3HUKHOBEHUU KPUTHYECKON CHUTyaIluu
0o0paTHThCS 32 COBETOM. A TakKe MPUHATh Y4acTHE B KOHKYpCaxX M CTaTh CaMbIM ITU(POBHIM
rpaxjaHuHOM !



